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MUC TIEU:

- Hiéu vé cac két néi so, bao
gom st dung Internet va truy
cap website

- Nhan biét duoc mirc do an

toan cla cac két noi so

V&i su phat trién vuot bac ctia cong nghé va Internet, viéc
bao vé thong tin ca nhan va dir liéu truc tuyén ngay cang
tré nén quan trong. Mot két néi s6 an toan, bao gom viéc st
dung Internet va truy cap website dung cach, khéng chi giup
ban tranh duoc cac moi de doa nhu vi-rat, phan mém doéc
hai va tan cong mang, ma con bao vé théng tin cad nhan khoi
nguy co bi lam dung ho3c danh cap.

1. Truy cap mang Internet an toan

1.1. Chung ta két noi v&i Internet nhu thé nao?

Trong ngobi lang truyén théng, mang
ludi giao thdng va cac phuong tién van
chuyén gitp moi ngudi két noi, gap go
va chia sé thong tin. Tuong tu, trong
“ngoi lang thé gidi s0,” két nodi Internet
déng vai tro nhu cac mang ludi va

phuong tién giao théng, giup chung ta
ti€p can thong tin, twong tac va mao rong thé gidi ctia minh.

Sau day 1a mot so két noi Internet thong dung nhat:
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Két noi Internet khong day (Wi-Fi): St
dung router dé phat séng Wi-Fi, cho phép
cac thiét bi nhu dién thoai, laptop, va
may tinh bang két noi Internet khong day
trong pham vi nhat dinh. Thong thuong
Wi-Fi cho phép nhiéu nguoi cé thé truy

cap, giong nhu cac phuong tién cong cong nhu tau hoa, xe
buyt, hay 6 t6 khach...
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Két ndi Internet c6 day (mang LAN): Str
dung cap mang dé két ndi truc tiép cac
thiét bi v&i Internet. Két noi LAN giong
nhu di trén mét con dudng riéng, noi ban
khong can lo bi ket xe hay chia sé bang
thong v&i qua nhiéu nguoi.

Két n6i qua mang di dong (3G, 4G, 5G):
Pay 1a cac két nodi Internet thong qua
! dang ky dich vu v&i cadc nha mang doi vdi

" cac thué bao di dong cd nhan. Két noi
Internet qua mang di dong giéng nhu di chuyén mdt cach
linh hoat va bat c& khi ndo bang cac phuong tién ca nhan
nhu xe dap, xe may hay 0 to riéng.
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Két noi qua Hotspot di dong: M6t thiét
bi hoac dién thoai théng minh chia sé
két n6i mang di dong thanh Wi-Fi dé cac
thiét bi khac st dung. Tham gia két n6i
qua Hotspot di dong giong nhu ban di chung hoac di nho
phuong tién cua nguoi khac dé tham gia giao thong.

Ngoai ra, ching ta sé con cé thé thay
mot s6 két noi Internet khac nhu két
noi qua vé tinh, qua mang dial up (két
noi qua dudng day dién thoai co dinh)...
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Ban c6 nhirng thiét bi nao cé thé truy cap

Internet? Ban thuwong sir dung nhirng loai két
noi Internet nao?
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1.2. Két noi Internet Wi-Fi an toan

Trong so cac loai két ndi Internet da dé cap & trén, Wi-Fi [a
két ndi ma chung ta str dung pho bién va thudng xuyén nhat.
Tuy nhién, day clng |3 loai két ndi tiém an nhiéu rdi ro va
nguy co nhat.

Wi-Fi Ia mot cong nghé mang khong day cho phép cac thiét
bi nhu dién thoai, may tinh, may tinh bang va nhiéu thiét bj
khac két noi Internet ma khong can cap. V&i toc dé cao, pham
vi két ndi rdng, va kha ning ho tro nhiéu thiét bj cung luc,
Wi-Fi da tr&d thanh mét trong nhirng phuong thirc pho bién
dé truy cap Internet tai nha, van phong, truong hoc, quan ca
phé va nhiéu khéng gian cong cong. Tuy nhién, khong phai
két n6i Wi-Fi ndo cling an toan nhu nhau.

Chung ta c6 thé phan biét hai logi két néi Wi-Fi sau:

Két noi cong khai: la cdc mang khong
yéu cdu mdt khdu dé ddng nhdp. Day
giong nhu xe buyt mién phi hoac tau
cong cong khoéng can vé, noi ai cling
co thé 1én sir dung. Mac du tién loi,
nhwng ban phdi doi mat v&i nhiéu rui
ro, vi bat ky ai cling c6 thé “lén tau”
va c6 y do xau. Nhirng ngudi khac dang sir dung trén cung
mot mang cé thé danh cap théng tin ban glri qua mang
hoac theo dbi nhirng gi ban dang lam.

Hdy xem xét vi du sau: Chi Lan dang
& quan ca phé va thiy tén mang -
Internet cdia quan hién thi khi tim <t

kiém k&t ndi Wi-Fi. Chi Lan c6 thé |

két ndi v&i mang nay ludn va khong \ «
can nhap bat c&r thong tin mat khau

nao. K&t n6i mang doé [a mot két noi

cong khai. Khi két néi vai mang nay thi chi Lan c6 thé doi
mat v&i rui ro 1a ké xau st&r dung cac ky thuat dé xem trém
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va biét toan bo thong tin chi Lan gri qua mang va theo doi
nhirng gi chi Lan dang lam.

Két ndi riéng tu: la cdc mang yéu cdu
mdt khdu dé tham gia, dd bdt mé héa
ddu cudi. Day giong nhu xe buyt hoac
tau yéu cau mua vé, naoi chi nhirng
nguoi co vé (mat khau) mdi duoc
phép sir dung. Vé nay dam bao rang
khong phai ai cling c6 thé “lén tau”,
gidm nguy co gap ngudi xau trén chuyén di. Day 1a két
ndi an toan, dang tin cdy hon vi cung cap kha nang bao vé
tot hon. Diéu nay co nghia 1a ban sé biét ro hon nhirng ai
dang st dung mang, so v&i néu do 1a mang m& mién phi
hoan toan. Mang s dung mat khau cang manh thi cang
an toan.

Dang nhap wifi “Home Network”

D6 manh mat khau

( %
Ding nhap wifi “WiFi 5G” r\
75%
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Pang nhap wifi “Android 5G”

D6 manh mat khau (

L )

Luu v rang, cho du két ndi Wi-Fi cdng khai hay riéng tu,
ban chi nén két ndi véi mang Wi-Fi duoc cung cap bai
nhirng ngudi hoic té chirc ban tin tuwdng. Tat ca luu luvong
truy cap trén mang Wi-Fi déu di qua bo dinh tuyén (thiét
bi trung gian gitup két noi cac thiét bi khac véi Internet),
nén chd s& hiru mang co thé giam sat hodc ghi lai luu
lwong truy cap web cliia ban. Trong trudng hop ké xau tao
ra mot Wi-Fi gid mao dé ban truy cap thi thong tin ctia ban
sé co nguy co bi xam pham. Vi du: Néu ban dang & quan
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ca phé va thdy mang clia mot treong hoc ndo dé & cach
do khoang 2 km thi dé cling c6 thé Ia mét mang gid mao.
Hodc khi chi Lan ngoi & quan ca phé ABC, mang chinh thirc
ctia quan 1a ABC_Wi-Fi nhung mang gid mao cé thé sé gan
giong tén mang chinh thirc nhuw ABC_Free. Trong truong
hop nay, chi Lan nén xac nhan lai vé tén Wi-Fi chinh thirc
v&i nhan vién cua quan.

Nhin chung, dé két néi véi mot mang Wi-Fi an toan, hay
xem xét nhirng y€u to sau:

Ai la cha s& hiru mang Wi-Fi tai nha cta
ban? Tai truvong hoc? Tai quan ca phé?
Ban c6 biét nhirng ngudi hay to chirc
nay khong? Ban co tin tuwéng ho khéng?

0 Co6 nhirng ai c6 thé truy cap mang nay?
0 It ngudi hay nhigu ngudi (cdng khai
| hay riéng tu)? Liéu ho cé dang tin cay
| khong?

Ban dung mang dé dé lam gi (co guri di
cac thong tin quan trong khoéng)? Liéu
co rui ro gi khéng?

Khi quyét dinh tham gia mét mang nao dé ma ban chua
chac chan vé mlrc dd an toan ctia nd thi ban can phai xem
xét vé nhirng rui ro ma ban cé6 thé gdp phdi. Ban c6 thé can
nhac gilra nguy co tai khoan hay théng tin bi xam pham va
su thuan tién khi tham gia mét mang cé san va khéng yéu
cau mat khau. Bong thdi, hay ludn can nhac minh sé lam
gi khi str dung két n6i mang do.

Tuy nhién, trén thuc t€, khong phai ltc nao ching ta cling
& nha dé dung Wi-Fi tai nha cho nhirng hoat dong trén
mang can dé bao mat cao nhu chuyén khoan hay dang nhap
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vao nhirng tai khoan quan trong. Trong truong hop nay,
ban c6 thé cAn nhac mdt sé giadi phap sau:

Dung dir liéu di dong (3G/4G/5G) thay vi
Wi-Fi cong cong.

St&r dung VPN?! dé ma hda dudng truyén dir
ﬁ liéu. VPN sé giup bao vé dir liéu ca nhan
2 =@ bang cach m3 héa toan bo dir liéu truyén va
Al nhan trén Internet, ngan chan ké xau theo

doi hoat dong truc tuyén ctia ban. BDéng thoi,
VPN ciing che gidu dia chi IP that, giup ban duyét web an
toan va an danh hon. D€ str dung VPN, hay chon mét dich
vu uy tin, tai &'ng dung vé thiét bi, cai dat va dang ky tai
khoan. Hién c6 ca dich vu VPN mién phi va tra phi.

AN Y

Chj Lan can chuyén khoan cho ngudi than qua

ngan hang dién tu. Theo ban, chi Lan nén dung
mang nao dé an toan nhat? Wi-Fi tai quan ca
phé hay Wi-Fi tai nha?

(Goi y: Wi-Fi tai nha la an toan nhdt va khéng nén gui qua
mang Wi-Fi cua qudn ca phé vi day la thong tin nhay cam ma
ké xdu c6 thé lgi dung dé Itra ddo hodc ddnh cdp théng tin cua
ban. Trong truong hop dang ¢ bén ngoai va chi co Wi-Fi tai
qudn cad phé, chi Lan nén cédn nhdc dung két néi 3G/4G/5G
cd nhén dé thuc hién giao dich chuyén khoan).

1 VPN (Virtual Private Network) Ia mot cong nghé tao ra mot két néi mang
riéng tu gilra thiét bi ctia ban va Internet. Khi sir dung VPN, di¥ liéu ctia ban
duoc ma hda va truyén tai qua mot “duong ham” bado mat, gilp bdo vé ban
khoi su theo doi va xam nhap tur cac bén thir ba
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2. Truy cap trang web an toan

Hdy cung theo déi tinh huéng sau: Anh Khoa, 40 tudi, dang
mudén tim hiéu thém cac théng tin cap nhat cia Ngan hang
Chinh sach xa hoi nhu 13i suat cho vay hay quy trinh cho vay
cac chuong trinh. Anh Khoa truy cap trang web cua Ngan
hang Chinh sach xa hoi, v&i dia chi truy cap: https://vbsp.
org.vn/. Day la moét trang thong tin dién tlr, hay ndi cach
khac Ia moét trang web cung cap tin tirc truc tuyén, gitp anh
Khoa dé dang tiép can théng tin moi ltc, moi noi.

Trang web (Website) 13 tdp hop cdc
trang thong tin duoc lién két véi nhau,
co thé truy cdp qua Internet théng
qua mot trinh duyét web. Trang web
co thé phuc vu nhiéu muc dich khac
nhau, t&r cung cap thong tin (nhw

bdo dién t), gidi tri (xem phim, nghe nhac), hoc tap (cac
nén tang gido duc), dén kinh doanh (mua sam truc tuyén)
va giao tiép (mang xa hodi). Ching da tré thanh mot phan
thiét yéu ctia cudc song hién dai nho kha nang luu trir va
cung cap thong tin nhanh chéng. Giong nhu dia chi nh3,
moi trang web cé mdt dia chi duy nhat, goi 13 dudng dan
hodc duong link (URL).

khong giong nhau. Mot trong nhirng
cach dé ban nhan biét mirc dd an
toan nay 13 xem xét vé giao thirc truyén dir liéu hay cach
thire truyén dir liéu gilra ban va trang web ma trang web do
dang ap dung. HTTP va HTTPS I3 hai giao thirc chinh cho cac
trang web, trong d6 HTTPS hién nay la tiéu chuan an toan
dugc str dung rong rai. Trong trudng hop can nhap théng tin
ca nhan hoac nhay cam (chang han nhu mat khau, thong tin
thé tin dung), ban chi nén thuc hién trén trang web sir dung
giao thirc HTTPS. Tai sao lai nhu vay?
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HTTPS st dung chirng chi s6 (SSL/TLS) dé xac minh tinh
hop |é ctia trang web va bao vé dit liéu. Chirng chi s6 nay
cho phép cac trang web ma héa dir liéu truyén qua mang
Internet. Md héa la gi? Hay lién twang dén ciu chuyén sau:
Mot vi tudng quan mudn glri mot 14 thu bi mat cho dong
minh cta minh. D€ bao dam ké thu khong thé doc duoc
noi dung néu bat duoc thu, vi twdng nay da bién cac ky
tu trong buc thu thanh cac ky tu khac theo moét quy luat
ma chi 6ng va déng minh ctia minh biét duwgc. HTTPS hoat
déng tuvong tu nhu vay. Khi ban nhap théng tin cia minh
trén mot trang web st dung giao thirc nay, qud trinh ma
héa cé thé khién bén thir ba khé long ma xem duoc dir liéu cta
chung ta trong qud trinh truyén - nhan vi né duoc hién thj
theo mot dang khac.

Lam thé nao nhan biét mot trang web sir dung giao thirc
HTTPS?

& nommmscnmsienare x4 - CAc trinh duyét pho bién nhu Chrome,

G (@ hupsiivbsp.orgn Firefox thudng hién thi biéu tuong
Vbsp.org.n 0 khéa nhd & bén canh thanh dia chi
& connection s secure dé cho biét trang web dang sir dung

@ Cookies and site data H TT PS.

- Puodng dan cla cac trang web nay sé
bat dau bang “https://”.

Luu y, HTTPS khéng ddm bdo duoc an toan tuyét déi cho chung
ta vi mot s6 trang web doc hai cling cé thé ho trg HTTPS.
HTTPS b3do mat két n6i nhung khong ddm bao trang web
dé 1a moét trang web Itra ddo hay khéng. Hay dam bao rang
trang web ma ban truy cap vura sir dung giao thirc an toan,
vura dam bao chinh chu va uy tin.




SUY NGAM

Anh Khoa can dang ky mot khoéa hoc truc tuyén,
trang web yéu cau anh Khoa nhap thong tin ca nhan

dé dang ky nhu ho tén, ngay sinh, sé dién thoai, s6
tai khoan ngan hang. Anh Khoa c6 nén nhap khong
néu dia chi trang web bat dau bang: “https://...”?

(Goi y: https:// la giao thitrc an toan, tuy nhién anh Khoa chi
nén nhdp théng tin néu nhu anh chdc chan rdang trang web nay
la trang web chinh thirc ctia don vi cung cdp khéa hoc, déng
thoi chu sé& hitu trang web la té chire uy tin va ddng tin cdy.)
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NoOi dung chinh can ghi nhé

1.Cé nhiéu loai két néi Internet bao gom: Két ndi Internet
khong day (Wi-Fi); K&t noi Internet cé day; Két noi
qua mang di dong (3G, 4G, 5G); K&t n6i qua Hotspot
di dong va mot so loai két noi khac.

2.Khong phai két ndi Internet Wi-Fi nao cling an toan
nhu nhau. Can phan biét 2 loai mang sau:

- Két noi cong khai 1a cdc mang khéng yéu cau mat
khau dé dang nhap. Day la két néi khéng an toan,
khong dang tin cady vi nhirng nguoi khac dang s
dung trén cung mot mang co thé xem thong tin
clia ban. Ho c6 thé danh cap théng tin ban glri qua
mang hoac theo doi nhirng gi ban dang lam.

- Ké&t néi riéng tu: Yéu cau mat khau dé tham gia, da
bat ma hoa. Day la két ndi an toan, dang tin cay vi
cung cap kha nang bdo vé tét hon.

3.Khitruy cap bat ky mang Wi-Finao, hay xem xét nhirng
yéu to sau: vi tri hodc chu s& hiru mang, quyén truy
cap (hoac ngudi nao khac duoc két ndi véi mang do)
va hoat dong (hoac chung ta dang lam gi trén mang
do). Va ban chi nén két ndi véi mang Wi-Fi dugc cung
cap bdi ca nhan hodc té chirc uy tin va dang tin cay.
4.Trong trwong hop can phai thuc hién cac hoat dong
trén mang can do bao mat cao, hay can nhac cac giai
phap sau:
- Dung dir liéu di dong (4G/5G) thay vi WiFi cong
cong.
- St dung VPN dé ma hoa dudng truyén dir liéu
5.Ban chi nén nhap théng tin nhay cdm (chang han nhu
mat khau, thong tin thé tin dung) trén trang web c6
tién td6 “https://” tuy nhién HTTPS khong dam bao
dugc an toan tuyét doi cho ching ta vi mot sé trang
web ddc hai cling c6 thé ho tro HTTPS.
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