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MUC TIEU:

- Nam duoc cach lwa chon cac irng dung
di déng an toan

- Hiéu vé cac quyén truy cap dir liéu cua
cac ung dung

- Hiéu duoc cac thuc hanh thiéu an
toan khi cai dat va sir dung irng dung
(di dong)

Trong thai dai cong nghé so, dién thoai thong minh va cac
ing dung di dong da va dang tr& thanh mét phan khéng thé
thi€u trong cudc song hang ngay. Tuy nhién, viéc sir dung (rng
dung khéng dung cach cé thé tiém an nhiéu rui ro vé bao mat
va quyén riéng tu. Vi vay, hiéu va ap dung cac nguyén tac sur
dung irng dung di dong an toan Ia diéu quan trong dé bao vé
thong tin ca nhan va trdnh nhirng nguy co khéng mong muon.

1. Ung dung di déng la gi ?

U'ng dung di dong, hay con goi 1a &rng dung dién thoai hay
app (ap), 1a phdn mém duoc thiét ké dé chay trén cdc thiét bj di
doéng nhu dién thoai théng minh va mdy tinh bdng va cdc thiét
bi di dong khdc.

Hién nay co rat nhiéu loai (rng dung di dong dang c6 trén thi
truong. Tuy nhién, can c& theo muc dich sir dung, ching ta
c6 thé phan loai mot sé (rng dung pho bién nhu sau:
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Ngoai ra, theo su phat trién cliia cong nghé va nhu ciu cua
nguoi dung mang, cac loai rng dung phuc vu d&i song con
nguoi sé ngay cang phong phu va da dang hon. Cach phan
loai nay chi cé y nghia twong doi.

2. Lwuyantoankhicaidat st dung irng dung
di dong
2.1. Luru y khi lwa chon

Hdy xem xét vi du: Anh Khoa
muon cai mot irng dung doc
bao dé theo ddi tin tirc hang
ngay. Anh Khoa tim kiém va
thay c6 rat nhiéu rng dung
doc bao khac nhau. Vay
lam thé nao dé anh Khoa
cod thé luya chon mét rng
dung phu hop véi nhu cau
ctia minh ma lai ddm bao an
toan truc tuyén?

Khi lra chon cai dat (rng dung di dong, ching ta thudong xuat
phat tir nhu ciu thuc té va doi luc 1a khong thé thiéu. Tuy
nhién, ban nén can nhac moét vai diéu quan trong sau dé dam
bao an toan va bao mat cho chinh ban than minh va dir liéu
cua ban:

- Sur can thiét ctia irng dung: Trudce khi cai dat
bat ky ing dung ndo, ban hay can nhac c6
cdn thiét phai cai i'ng dung dé khong. Hay
nh& rang viéc cai dat cac ing dung sé vira
ton bo nh& cua dién thoai va vira co thé di
kém cAc rui ro vé bao mat. O phan sau, ching ta

sé dé cap dén nhirng rui ro khi ban cap quyén cho rng dung.
Hay twdng tuong dién thoai cua chung ta la mot ngdi nha cé
nhiéu tang, cac i'ng dung di dong sé giong nhu nhirng khach
thué & moi tang. Va viéc cang cé nhiéu khach thué trong
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ngoi nha sé dong nghia v&i viéc ching ta sé cang coé nhiéu rui
ro voi minh khi sinh séng trong can nha dé (VD: rdi ro trédm
cap, de doa, nghe lén, quay Ién...).

- Uy tin cta ng dung: Khi lva chon cai dat ing dung
trén dién thoai, ban hay nh& luva chon cdc ung dung uy
tin. D€ lya chon cac &ng dung uy tin, hay luu y thuc
hanh va xem xét cac yéu to sau:

e Clra hang &rng dung chinh thirc: Hay luon tai ing
dung tlr cac ctra hang chinh thirc nhw CH Play doéi voi
dién thoai Android va App Store doi v&i dién thoai
iOS. Cac i'ng dung duoc dat trén cac cira hang nay
co ban déu phai dap rng nhirng tiéu chuan téi thiéu
clia cac nha cung cap nén tang mai cé thé duoc dua
ra thi trudng. Khdong nén tai tir cac dudng dan khac
khong phai tur cac cira hang nay.

e Pon vi phat trién phan mém &rng dung: Hay chon
nhirng rng dung tu cdc nha phdt trién cé uy tin va
duoc nhiéu nguoi tin dung. Viéc lva chon nha phat
trién cling giong nhu viéc lva chon khach thué trong
ngoi nha minh s& hiru. Do vay, hay tim hiéu vé ngudi
khach dé trudce khi quyét dinh cho ho vao thué.

e Danh gia va xép hang rng dung: Hay kiém tra cac
danh gid va xép hang t&r nguoi dung khac trén cira
hang cho &rng dung ma ban dinh chon. Ban nén luu
y téi nhirng ddnh gid khéng tét nhiéu hon 13 nhirng
danh gia tot vi nhirng danh gia tot cé thé mua duoc
hodc lam gid duwoc nhung nhirng danh gia khong tot
thuong la tu nhirng ngudi dung thuc va chung sé
giup ban danh gia rui ro tot hon.

e Thoi gian c6 mat trén thi trwong: Nhirng ing dung
co mat trén thi truong cang lau thi cang dam bao doé
tin nhiém tot hon trén thi trudng. 3 ndm |3 khoang
thoi gian di d€ ban an tdm hon nhirng ('ng dung mdai
ra mat trén thij truong.



- Mién phi hay tra phi: Ban hay xem xét liéu &rng dung I3
mién phi hay yéu cdu phdi tra phi. C6 rat nhiéu &rng dung
chi cho ban dung th(r trong mét thdi gian ngan (VD: 7
ngay), va ban c6 thé khéng nhan ra rang rng dung sé
tw dong chuyén sang ché doé tinh phi ngay sau thoi gian
dung thir. Ngoai ra, mot s ing dung cé thé cé cac chi
phi an cho cac tinh nang bé sung hoic dich vu ho tro...

2.2. Lwu y khi cai dat va stir dung - Quan ly quyén truy
cap cua irng dung

Pé thuc hién day du cac chirc ndng cung cap, cac irng dung
di dong sé yéu cau ngudi dung cac quyén truy cap vao dién
thoai. Khi ban cai dat va mé& mot ing dung [an dau, i'ng dung
do sé yéu ciu quyén truy cip vao cac chlrc nang trén dién
thoai cia ban nhu may anh, danh ba, vi tri, micro, va nhiéu
tinh nang khac. Moi quyén truy cap sé cho phép tng dung st
dung mét phdn cutrng hodic dix liéu cu thé trén thiét bi, gitip né
hoat déng dung vdi muc dich cua minh. Vi du, i'ng dung ban
d6 can quyén truy cdp vi tri dé chi duong chinh xac, Ung
dung goi dién hodc nhan tin can quyén truy cap danh ba dé
giup ngudi dung lién lac dé dang, con ng dung mang xa hoi
can quyeén truy cap may anh va bo nhé dé nguoi dung co thé
chup va dang anh.

Hay quay tr& lai vi du anh
Khoa cai dat ung dung doc
bdo & trén. Sau khi lua chon
mot i'ng dung phu hop, anh
Khoa cai dat ing dung dé
vao dién thoai. Luc do, ung
dung hoi anh cho truy cap
vao cac quyén trén may dién
thoai nhu micrd, camera,
danh ba dién thoai. Vay anh
Khoa cé can can nhac viéc
chap nhan cap quyén cho
ng dung nay khéng?
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Trudc tién hay tim hi€u mét sé quyén thuong gdp trén (rng
dung di dong tuong ing vai cac tinh nang va cach irng dung
dién thoai dung quyén dé trong dién thoai cta ban.!

Nhat ky
cuoc goi

Tinh nang: Xem va thay doi nhat ky cudc goi.
U'ng dung dung quyén: Theo ddi cic cudc
goi trong nhat ky cudc goi cua dién thoai.

My anh

Tinh ndng: Dung may anh dé chup anh hoac
quay video.

Ung dung dung quyén: Goi dién video qua
nha mang.

Tinh nang: Xem danh ba.

U'ng dung dung quyén: Hién thij tén khi c
cudc goi dén doi vai so dién thoai duoc luu
trong danh ba.

8| Danh ba
AR Tép va
noi dung

> nghe nhin

Tinh nang: S dung anh, néi dung nghe nhin
va cac tép khac trén dién thoai.

U'ng dung duing quyén: Cho phép dinh kém
anh qua cudc goi doi voi mot sé nha mang.

@ Vi tri

Tinh nang: Truy cdp thong tin vi tri cda thiét bi.
U'ng dung dung quyén: Nhan thong tin lién
hé cho cac dia diém & gan ban.

@ Micré

Tinh nang: Phat hién va ghi am.
U'ng dung duing quyén: Bat micro trong cac
cudc goi dién thoai.

&) Dién
thoai

Tinh nang: Thuc hién va quan ly cudc goi
dién thoai.
U'ng dung dung quyén: Goi dién.

Tin nhan
D SMS

1  Ngubn tham

Tinh nang: Gui va xem tin nhan SMS.
Ung dung dung quyén: GUi tin nhan khi
ban ttr choéi cudc goi.

khao: https://support.google.com/phoneapp/

answer/112918077hl=vi

(¢



Tuy nhién, khéng phai lic nao cac quyén nay cling duoc st
dung hop ly. B&i vay, khi cai dat va stir dung irng dung di dong,
viéc cap quyén cho irng dung la mét yéu té quan trong cdn duoc
xem xét ky luéng vi né dnh hudng truc tiép dén quyén riéng tu,
bdo mdt va trdi nghiém st dung ctia nguoi dung. Néu mot (rng
dung cé quyén truy cip qua nhiéu thong tin khéng can thiét,
n6 co thé thu thap dir liéu ca nhan, theo déi hoat dong hoac
tham chi gdy nguy co ro ri dir liéu. Ngoai ra, mot so (rng dung
déc hai co thé loi dung quyén truy cap dé thuc hién cac hanh
vi nhu danh cap théng tin, glri tin nhan Itra dao hoac hién thi
quang cao khong mong muon. Do do, ngudi dung chi nén cdp
nhirng quyén thuc su’ cdn thiét va kiém tra lai trong cai ddt néu
cdm thdy c6 ddu hiéu bdt thuong.

Doi vai truong hop anh Khoa & trén, vaéi
rng dung doc bdo, quyén truy cap vi tri
c6 thé hop ly vi rng dung cé thé sé co
chirc nang hién thi tin tirc theo khu vuc
nguoi dung dang sinh séng. Tuy nhién,
cling can xem xét (rng dung dé cé thuc
té co can dung tdi quyén truy cap doé do
khong. Con viéc truy cdp danh ba dién

thoai, camera hay micro co6 vé khong hop
ly vi ¢ thé chuing ta chua xac dinh ré viéc ing dung sé can
dung cac quyén nay vao tinh nang gi.

SUY NGAM

Hay cung nhau phan tich cac tinh hudng sau day,

xem ban nén hay khong nén cap quyén cho céac
wng dung nay:

N
Mét (rng dung
chinh stra anh

RN

Mét (rng dung

— 1.
Mét (bng dl_mg\

doc truyén

online yéu cau
truy cap danh
ba dién thoai,
may anh va

\micr() /

nhan tin, goi
dién yéu cau
truy cap micro
va may anh

—
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va video yéu
cdu truy cap
micré va may

anh
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Goiy:

= Tinh huéng 1: Do6i v&i rng dung doc truyén

online, rtng dung chi can cung cap noéi dung

truyén khoéng can phai chup anh, hay ghi am

lai, lai cang khong can thiét phai dung danh ba dién thoai

cla ngudi dung nén viéc yéu cau cap quyén truy cip vao
danh ba dién thoai, may anh va micré la khong hop ly.

Tinh huéng 2: Déi v&i trng dung nhdn tin, goi
dién thi viéc truy cap micro va may anh co thé
&) la can thiét vi i'ng dung dé can phai truyén tai
am thanh va hinh anh truc ti€p cdia ngudi noi
dén ngudi nghe. Tuy nhién, khi cap quyén truy cap micro
va may anh, dac biét néu cap quyén & dang “luén luén” thi
rng dung sé cé kha nang chup anh, quay video hoac ghi
am bat c lic nao ma ban khéng hé phat hién ra. Hay thr
twdng twong, néu ban ndi chuyén gi dé6 ma khong muoén ai
biét nhung cé chiéc dién thoai bén canh va bi ghi am cudc
ndi chuyén do thi sé cd rdi ro gi cé thé xay ra. Boi vay khi
da cap nhirng quyén nay cho (rng dung, ban can ddm bao
rng dung d6 uy tin va an toan (xem lai muc 2.1 - luu y vé
lra chon trng dung).

(_—_) Tinh huéng 3: DGi vai trudng hop chinh sira
@ / l dnh va video thi viéc truy cap micro va may anh
la can thiét hay khong tuy nhu cau thuc té cia
ngudi sir dung. Néu ban chi st dung chinh stra v&i nhirng
anh va video da c6 san trong may thi &rng dung khdng can
thiét phai duoc cap quyén truy cap micro va may anh. Tuy
nhién, n€u rng dung co thém tinh nang thu am bai hat
minh hat hodc 16ng tiéng ctia minh thuyét minh qua micro,
hodc kém tinh nang chup anh truc tiép tir i'ng dung voi
cac hiéu &rng thi ban mé&i can can nhac cho &ng dung truy
cap micrd hodc may anh. Hay nhd rang viéc cap quyén sé
ludn di ciing va&i cac rai ro cé thé xay ra.)




PéE kiém tra viéc cap quyén cho cac rng dung, ban cé thé
tham khao cac thuc hanh sau:

Daoi vai dién thoai Android:

Cai dat Q < Quan ly ing dung )
Cai dat bd sung Ung dung mic dinh

Danh séch ing dyng

@
6 Facebook
@ Fineasy

’ Google Play Phim

Cap nhat phan mém

ibank Plus
Gigi thiéu vé dién thoai

0 orpoCloud

) Taikhoan va dong bo

@ Google
[0' Google Play Am nhac
B Quan ly tmg dyng a Google Tin tic
B «khonggiantroc °
Internet
) Man hinh téch img d

J

BUGOC 1: Tréen BUGC 2: Nhdan BUGC 3: Nhan
thiét bi, hAy m& vao Quanly 'ng vao (rng dung ma
Cai dat dung. ban muén thay doi

( )
& Thong tin ve img dun > o
9 pe &  Quyéencuaimgdung @
ﬂ Facebook (D
ﬁ CJ  Bonhe L]
Facebook
Phién ban 513.1.0.66.92 —_—
= Danh ba
G0 cai dat \‘ pién thoai
B sidung luu iy o) Sl
@ Trang thai str dung dit liéu [  Méyanh
[5) Trinh tiét kiém pin 9 Micrd
%5 Nhatky cudc goi
Quan ly thong bao
Céc quyén @ Vit
Khéi dong tu dong
Cira s6 ndi
N J

BUGC 4: Nhan BUGC 5: Dé thay d&i mot ché do cai
vao Cac quyén dat quyén, hay chon bat dé Cho phép
hoac tat dé Khéng cho phép.
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Doi v&i dién thoai iOS:

Extras Photography Education

My Viettel

4 90
The : Swe -
Weather | L ﬁ
Channel X ‘

TheWeatherCh... Tasty Business Qutlook

L I

App Store VnExpress

W oD

Classroom Watch Thé chat YouTube

oY I

Ban do Chrome Keynote

Cai dat
L1assroom

Cooky
Dich

Drive

Facebook

Foody 2

Gmail
Gojek

Google

BU'GC 1: Truy cap vao Cai dit, tim chon U'ng dung can kiém

tra quyén truy cap.

€ Cai dat Facebook

1

(5 cama-S EFacobook Anh )

Py Siri & Tim kig

Théng bao

D liéu Di dong

.

CHO PHEP TRUY CAP ANH

Anh dudc chon

Tat ca anh 2

Khoéng cé

J

BU'GC 2: Chon Quyén truy cap ma ban mudn tuong tac,
nhan bat/tat quyén truy cap théng tin cho &rng dung dé




2.3. Luwuy khac vé an toan va bdo mat

Ngoai ra, dé an toan va bao mat, chdng ta van can phai duy
tri thém mot s6 thuc hanh sau:

Cap nhat &ng dung thuwong xuyén:
Viéc nay gilp vd cdc 16 héng bdo mdt,
ngan chan hacker khai thac dé danh
cap dir liéu. Cac ban cap nhat thuong
chira cac ban va 16i giup bao vé théng
tin ca nhan, tai khoan va giao dich
truc tuyén. Néu khong cap nhat, irng
dung ¢4 thé dé bi tan cong bai ma doc,
phan mém gian diép hoac Itra dao truc
tuyén. Ngoai ra, cap nhat con gilip irng
dung tuong thich v&i cac tiéu chuan
bao mat mai nhat, nang cao kha nang
chong lai cidc moi de doa an ninh mang.

Tham khao cac cap nhat irng dung dién thoai Android (minh
hoa trén dién thoai Oppo A1k, cac dong dién thoai khac va
hé diéu hanh khac cé thé cé su khac biét):

™
(o) - I~ g

Cong cy Hot Games Anh

L
g 8 00
5 VIETNET-ICT (<)

-
; A ? ¥
Ungdunghot  App Market c.mmmm Méy dnh W% @) vietnet2016@gmail.com

@ = ‘ Tai khoan Google \ 3

X Google

ai d3 Trinh quan ly
dién thoai

Quan ly iing dung va thiét bi

@ . @ Q1 Théng bao va uu dai {I ) 2

Lich Thai tiét Péng hd

B8  Thanh toan va goéi thué bao

() __Plav Protect

BUGC 1: Vao ctra hang BUOC 2: Bam vao Tai
ung dung CH Play khoan > Quan ly irng dung
va thiét bi
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¢ Quan ly ing dung va thiét bi

Téng quan Quan ly

B — I

‘' ® Khéong tim thay (ng dung gay hai nao
1théng béo vé tinh trang bado mat

Vao Play Protect 4 .

oo Cobancap nhat
19 ban cap nhat dang cha x(r ly

Capnhattatca  Xem chi tiét @_

Q
Da dung 14 GB/23 GB M

i

- J -

¢ Dang chd tai xudng

Agribank Plus
24 MB

Color

Cap nhat
12 MB R
F k
acebool - Cap nhat
60 MB

Global Search

20 kB

Gmai
27 MB

v Cap nhat

OS Pictorial

v Cap nhat

I
v Cap nhat

J

BU'GC 3: BAm vao Cap nhat tat ca dé cap nhat tat ca ing
dung hodc bAm vao Xem chi tiét dé cap nhat tirng (rng dung

>

‘ GO CAI PAT
HUY ’gciu PAT

y U

P3at mat khau manh cho cac irng dung
co tai khoan dang nhap: Daoi luc cac
ng dung cua chung ta cing luu trir
cac dir liéu nao dé ma chung ta khong
mudn chia sé nén viéc dat mat khau
manh sé giup cho chung ta loai bo
nhirng ké xdu ddnh cdp dién thoagi doc
duwoc cac dir liéu quan trong (tham
khdo Chu deé 2 - Bai 1 - Mdt khdu dé biét
cdch ddt mdt khdu manh).

2

G& bd irng dung ngay khi thay co rai
ro hoac khi khéng can str dung: Viéc
gd bo cac irng dung khoéng chi khién
cho mdy vdn hanh tot hon ma con gitp
chung ta giam bd&t cac rdi ro ma doi
khi ching ta chua luong trudec.

Chu dé 3: Bao vé cac thiét bi s6



NoOi dung chinh can ghi nhé

1.U'ng dung di dong, hay con goi 13 (rng dung dién thoai
hay app (ap), la phan mém duoc thiét ké dé chay trén
cac thiét bi di dong nhu dién thoai thong minh va may
tinh bang va cac thiét bi di dong khac.

2.Khi lura chon cai dat irng dung, hay can nhac:

- Su can thiét cua rng dung

- Lwa chon cac &rng dung uy tin: chi tai trén CH Play
hodc App Store, chl y t&i cac yéu to nhu don vi phat
trién phan mém ng dung; danh gia va xép hang (rng
dung; thoi gian cé mat trén thi trudng

- Ung dung mién phi hay yéu cau phai tra phi

3.Khi cai dat va str dung rng dung, can luu y viéc cap
quyén va quan ly quyén truy cip cla ing dung boi
khong phai lic ndo cac quyén nay ciling dugc str dung
hop ly, va né sé truc ti€p anh hudng tdi quyén riéng tu,
bao mat va trai nghiém sir dung ctia nguoi dung.

4.Ngoai ra, can duy tri thém mot sé thuc hanh sau:

- Cap nhat ing dung thudong xuyén

- G& bo rng dung ngay khi thay cé rdi ro hoac khi
khéng can sir dung nira

- Pat mat khau manh cho cac &rng dung co tai khoan
dang nhap




