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Bai 1: Tong quan vé
lra dao qua mang

v3i su hé tro ti Goog|€.0rg



MUC TIEU:
- Hiéu ltra ddo qua mang la gi va thuc
trang lra ddo qua mang trén thé gidi
va Viét Nam

- Biét tdi cac loai Itra dao qua mang
(phan loai theo dang tinh huéng)

- Hiéu va canh giac vé chién luoc cia
ké Ilra dao qua mang nham t&i cac doi
tuong khac nhau

1. Liura dao qua mang la gi?

LUA PAO QUA MANG

()

N\ /

Lira dao 13 hanh vi gian 1an nham danh cap cac tai san co gia
tri, vi du nhu tién bac, thong tin ca nhan, tinh cam...

Lira ddo qua mang 1a hanh vi Itra ddo dién ra & bdt cur ddu
trén méi trudng mang, bao gdm mang vién théng (qua cudc
goi, tin nhan) hoac mang Internet (qua mang xa hoi, trang
web, thu dién tir, *ng dung nhan tin, i'ng dung hen ho...).
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2. Thuctrang lita ddo qua mang trén thé gidi
va Viéet Nam

Theo bao cdo cta Lién minh chéng Itra dao toan cau (GASA)?,
nam 2024, gan mot nira dan s6 toan cau gap phai nhirng
tinh huéng Itra dao it nhat mot [an moi tuan. Pa sé cac tinh
huodng Itra dao trén thé gidi la Itra ddo qua mang, thong qua
hai kénh phé bién nhat 13 cudc goi va tin nhan dién thoai
(Hinh 2.1). Bay ciing duoc bao cdo la hai kénh lira ddo pho
bi€n nhat & Viét Nam.
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Hinh 2.1. Cdc kénh tiép cdn cua ké Itra ddo trén todn cdu
(Nguén: GASA, 2024)

N\

Cilng theo bao cao cua GASA, nam 2024, khoang 1,03 nghin
ty dé la My da roi vao tay nhirng ké Itra ddo. D& dé hinh
dung, ban c6 thé so sanh sé tién nay vuot qua tong tai san
clia 5 ty phu giau nhat trén thé gidi nam 20242 va Ién hon
cd GDP?® hay gia tri nén kinh té trong nam ctiia mot quoc gia
phat trién nhu Thuy Sy.

1 https://www.gasa.org/research

2 https://vcci.com.vn/news/dem-tai-san-top-10-nguoi-giau-nhat-the-gioi-
dau-nam-2025

3 GDP la “Gross Domestic Product”, c6 nghia |3 téng san pham quéc ndi - 1a
mot chi tiéu thudng duoc dung dé do lwdng tong gia tri thi trudng déi vai
tat ca cac hang hoé ciing nhu dich vu dugc san xuat trong pham vi lanh tho
mot quoc gia trong mot khoang thai gian nhat dinh. GDP cda Thuy Sy nam
2024 dat khoang 942 ty do la My.
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Coéng nghé md&i, dac biét la tri tué nhan
tao (Al), ngay cang bi lam dung trong cdc vu
Itra ddo truc tuyén. Theo GASA (2024), chi
16% ngudi dung toan cau tin rang ho chua
tirng bi Al tan cong, trong khi phan I6n da
ti€p xuc v&i ndi dung gid mao. Cong nghé
deepfake giup ké gian tao video, giong noi
gid mao cuc ky chan thuc, khién Iira dao
tinh vi va nguy hiém hon. Pay la 1&i canh
bao rang moi ngudi can nang cao canh giac,
trang bi ki€n thirc va ky ndng dé nhan dién,
doi phé vai cac chiéu tro lra ddo ngay cang
phurc tap.

Tai Viét Nam, cac vu viéc lra dao qua mang
cling ngay cang gia tang va dién bién phurc
tap. Chi trong vong mot tuan (tir ngay 23
dén 29/12/2024), hé thong ky thuat cua
Cuc An toan thong tin da ghi nhan 7.083
phan anh Ira dado qua mang do ngudi dung
Internet Viét Nam guri vé*. Day chi |a phan
noi cla tang bang chim, vi theo khao sat
cua Hiép hoi An ninh mang qudc gia nam
2024, chi c6 khodng gan mot nira nhirng
nan nhan bao cao khi gap cac vu viéc lua
dao qua mang. Cling theo khao sat nay, cu
220 ngudi dung thi cé 1 nguwdi la nan nhan
clia ltra ddo qua mang. Téng thiét hai do
lra ddo qua mang gay ra trong nam 2024
udc tinh 1én t&i 18.900 ty VND>.

4  https://www.vietnamplus.vn/7000-phan-anh-lua-dao-truc-tuyen-37-

trang-web-bi-tan-cong-trong-vong-1-tuan-post1005669.vnp

5 https://www.nca.org.vn/news/detail/bao-cao-tong-ket-an-ninh-mang-

nam-2024-khu-vuc-nguoi-dung-ca-nhan?|=vi




T dau nam 2025, Viét Nam da triét pha
nhiéu dudng day Itra ddo qua mang quy mo
|6, gay thiét hai hang nghin ty dong. Ngay
15/1/2025, luc lwong chirc nang triét pha
mot duong day xuyén bién gidi gia danh co
quan chirc nang, chiém doat gan 1.000 ty
dong tir 13.000 nan nhan®. Truwdc do, ngay
10/1/2025, céng an Da Nang triét pha moét
duwong day Iira ddo va rira tién quoc té do
nguoi nuwdc ngoai cam dau, ltra 1.800 ty
dong qua (rng dung dau tu gia mao’. Nhirng
no luc nay thé hién quyét tAm manh mé cua
co quan chirc nang trong viéc dau tranh voi
toi pham mang. Tuy nhién, bén canh cac
bién phap phong chong tir phia cac co quan
quan ly, mdi cd nhdn hay doanh nghiép ciing
cdn cht déng ndng cao cdnh gidc, trang bi kién
thire dé nhdn dién va trng phé hiéu qud vai cdc
thu doan Itra ddo, gép phan giam thiéu thiét
hai va bao vé an toan cho ban than cling
nhu cdng dong.

3. Phan loai lira dao qua mang theo dang
tinh hudng

Hién nay, cac hinh thire va chiéu tro Iira dao qua mang ngay
cang tr& nén da dang va tinh vi. Theo mét théng ké nam
2023, c6 tdi 24 tinh hudng Itra dao trén khong gian mang tai
Viét Nam nham t&i cac déi tuong khac nhau nhu ngudi cao
tudi, tré em, sinh vién, cdng nhan, nhan vién van phong v.vé

6 https://www.viethamplus.vn/triet-pha-duong-day-lua-dao-xuyen-bien-
gioi-gan-1000-ty-dong-post1009286.vnp?utm_source=chatgpt.com

7 https://nhandan.vn/cong-an-da-nang-triet-pha-duong-day-lua-dao-
rua-tien-quoc-te-len-den-1800-ty-dong-post857873.htmI|?utm_
source=chatgpt.com

8 https://baochinhphu.vn/nhan-dien-24-hinh-thuc-lua-dao-truc-tuyen-
cung-nhieu-hinh-thuc-dan-du-khac-nhau-102230703162727607.htm
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Dé& dé dang nhan dién va dua ra cac gidi phap phong
tranh phu hop, ching ta can phan loai cac hinh thirc Itra
dao qua mang, tr dé xay dung chién lwoc doi phé riéng
cho tirng loai. Co rat nhiéu cach dé phan loai lira dao qua
mang. O géc do ngudi dung, dé dé ti€p can nhat, ban cé
thé phdn loai Itra ddo qua mang theo cdc dang tinh huéng,
cu thé nhu sau:

(1) Ltra d3o tai chinh

N\ /

Lira ddo qua mang lién quan truc tiép t&i cac gia tri vat chat.

Hé luy cua Itra dao tai chinh chd yéu 1a mat mat vé vat chat.

M6t sé tinh hudng:

- Lura dao tuyén cong tac vién truc tuyén

- Gia danh gido vién/nhan vién y té bao ngudi than dang
cap ciru

- Ltra ddo tuyén ngudi mau nhi

- Gia mao bién lai chuyén tién thanh céng

- Lira dao dau tu chirng khoan, tién 3o, da cap
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- Ltra dao “combo du lich gia ré”

- Ltra ddo dich vu lay lai tién khi da bi Itra

- Rao ban hang gia hang nhai trén san thuong mai dién tu

- Ltra ddo cho s6 danh dé

- Ltra dao chuyén nham tién vao tai khoan ngan hang

- Gia danh co quan céng an, vién kiém sat, toa an goi dién
lira dao

- Llra dao qua tin nhan gid mao céng ty, doanh nghiép
thong bao trung thudng

- Lira ddo “khda SIM” vi chua chuan héa thué bao

- Lwa dao cudc goi video Deepfake, Deepvoice

- Cai cAm Urng dung, dudng dan quang cao co bac, ca do,
tin dung den,...

(2) Ltra dao thong tin ca nhan

THONG TIN
CA NHAN/NHAY CAM

N\ /

Lira ddo qua mang lién quan t&i danh cap théng tin ca
nhan, thong tin nhay cam.

Hé luy ctia Itra ddo théng tin ca nhan c6 thé bao gébm chiém
doat cac tai khoan, mao danh, bat nat, béi nho, téng tién...
dan dén cac thiét hai ca vé vat chat, tinh than, va danh tiéng.
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Mot so tinh hudng:

- Panh cap tai khodn mang xa hdi, nhan tin Itra dao

- Panh cap théng tin cin cudc cdng dan di vay no tin dung
- Llra dao lay cap Telegram OTP

- Gia mao trang théng tin dién tlr, co quan, doanh nghiép
(bdo hiém xa hoi, ngan hang...)

- Rai dudng dan gid mao Ira dao thong tin ca nhan, day
quang cao ban trén Facebook

(3) Ltra d3o tinh cam

N\

Ltra ddo qua mang dua trén co s& cac moi quan hé, tinh cdm
trong hen ho hoac két ban qua mang.

Hé luy cta Itira ddo tinh cadm co thé bao gdm: nan nhan bj tén
thuong cdm xuc, xam hai, bat nat, boi nho. Mat mat tai chinh
va vat chat clng 1a hé luy thuong thay clda cac tinh hubéng
|tra dao tinh cam.

M6t s tinh hudng: Lira d3o tinh cadm dé dan du dau tu tai
chinh, gri buu kién, tring thudéng,...
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Trong s6 ba loai Itra ddo néu trén, Iira dao tai chinh va
ltra dao thong tin cd nhan c6 nhiéu chiéu tro tuvong dong
va thuong lién quan chat ché, vi vay co thé két hop khi
tim hiéu cach phong tranh. Theo Hiép hdi An ninh mang
quoc gia, day clng la hai loai Ira ddo qua mang thuong
gap nhat tai Viét Nam ndm 2024. Cu thé, cac tinh hudng
Itra dao pho bién nhat bao gém: Itra ddo ddu tu (Lira dao
tai chinh), gid danh co quan churc ndng (Lira dao tai chinh
hodc Ltra ddo théong tin cd nhan), va Itra ddo trung thudng/
khuyén mdi Ién (Lira dado tai chinh).

Ngudi ta bao con gai

chi gap tai nan trén

duang &:.
Uy

—_—

Trong cac bai hoc tiép theo (Bdi 2 - Cdc chiéu tro Itra ddo qua
mang va cdch nhdn biét; Bai 3 - Cdc bién phdp phong trdnh va
xtr ly tinh huéng Itra ddo qua mang), chiing ta sé cung tim hiéu
chi tiét cac chiéu tro Itra ddo, dau hiéu nhan biét va cach
phong tranh, xtr ly chudng.



SUY NGAM

Hay cung xem xét ba vi du sau va cho biét né
thudc loai lra dao nao: lira dao tai chinh, lra dao
tinh cam, hay Itra dao théng tin ca nhan?

Truong hop 1: M6t ngudi tu xung la
chuyén gia tai chinh, quang cao vé
mot co hoi dau tu vdi loi nhuan “siéu
khung” (Ién dén 300% trong 1 thang).
Ho yéu cau anh T. nap tién vao dé
tham gia dau tu. Sau khi nhan duoc
tién, ké Itra ddo bién mat, va anh T.
mat toan b so tién dau tu.

Truong hop 2: Chi H. lam quen va két
ban v&i mot ngudi la trén mang. Sau
thoi gian tim hi€u, nguoi nay yéu cau
chi H. glri mot vai tdm hinh nhay cam,
sau do nguoi nay tiép tuc dung cac
blrc hinh dé uy hiép va ép chi H. thuc
hién theo nhiéu yéu ciu khac.
Truong hop 3: Anh M. nhan duoc
mot tin nhan ndi rang binh chon cho
chuong trinh @m nhac ma anh yéu
thich, anh bam vao va ho yéu cau
dang nhap mang xa hoi dé binh chon.
Sau khi nhap théng tin, tai khoan cua
anh bi chiém quyén sir dung.

(Goi y: Trwong hop 1: Lira ddo tai chinh (tinh huéng Itra ddo
ddu tw); Trweong hop 2: Lira ddo tinh cdm; Trudong hop 3: Lira
ddo thong tin cd nhdn)
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4. Chién lugc ctia ké lira @30 qua mang nham
t6i cac nhom doi tuong khac nhau nhu
thé nao?

Nhu ban da biét, tir dau nam 2025, nhiéu duong day Itra ddo
bi triét pha tai Viét Nam déu cé quy mo 1én dén hang ngan
ty déng - con s6 twong duong doanh thu cla cac doanh
nghiép vira va Ién. Dé van hanh & quy mé nay, cac nhom
Itra ddo to chirc theo mé hinh bai ban, chia thanh nhiéu doi
nhém v&i su “chuyén nghiép” khong kém gi mot cong ty
thuc thu. Ching khéng chi xay dung hé thong “dao tao” ma
con lén kich ban tinh vi dé thao ting nan nhan. Néu doanh
nghiép phan tich thi truong va khach hang muc tiéu dé toi
wu hoat dong kinh doanh, thi cdc nhom Itra ddo cling nghién
ctru ky “con moéi” dé gia tang hiéu qua lira dao.

Vi vay, hay luu y rang nhirng kich ban Itra dao sé duoc diéu
chinh phu hop véi tirng nhém doi twong khac nhau. Néu co
ai do trén mang dua ra tinh huong lién quan chat ché dén
cudc séng, nhu cdu hodc vdn dé cd nhdn cua ban, hdy canh
giac vi dé co thé 13 chiéu tro Iira ddo ma chidng nham tai
ban. Vi du: v&i ngudi cao tudi, ké Iira dao cé thé nham dén
cac chiéu tro lién quan dén du lich hodc thuc pham chirc
nang v.v; voi phu huynh, ching co6 thé sir dung kich ban vé
tuy&n mau nhi, con gip tai nan v.v; con vai phu nir, thanh
nién, cac hinh thérc ltra ddo phé bién cdé thé xoay quanh
tuyén dung, dau tu, tring thudng hay Itira dao tinh cdm v.v.

Ngoai ra, nhin chung, do6i twogng muc tiéu ly twéng ma ké

Iira dao thudng nham téi thudng cé nhirng dic diém sau:

- Chia sé qua nhiéu thong tin ca nhan: Viéc thuong xuyén
cong khai dia chi nha, noilam viéc, s6 dién thoai, tai khoan
ngan hang, lich trinh hang ngay...&¢ trén mang cing nhu
& nhirng noi khac sé vé tinh cung cap dir liéu quy gia dé
ké xau tao kich ban Ilra ddo nham vao ban.
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- Thiéu kién thirc vé an toan va bao mat: Néu c6 nhirng
thuc hanh thi€u an toan nhu dat mat khau yéu, khong
bat xac thuc hai yéu to, sir dung Wi-Fi cong cong ma
khéng can nhic cac hanh dong, dé dang bam vao cac
dudng dan la ma chua xac minh... sé khién tai khoan va
théng tin cdia ban dé bj danh cap.

- Nhe da c3 tin, dé bi thao tung cam xuc: Viéc dé tin vao
nhirng 1&1 moi hap dan, cAu chuyén cam déng hoic bi
hoang mang trudc cac cudc goi gid danh sé dé khién ban
roi vao bay Iira dao.

- Dé dang két ban va tin twdng ngudi la: Chap nhan két
ban v&i tai khoan la, chia sé thong tin ca nhan qua nhanh
véi ngudi mai quen trén mang... cé thé dan dén nguy co
bi loi dung.

- Pang gap nhu cau cap bach hoac tinh huéng dac biét: Khi
can tim viéc, ki€m tién nhanh, vay tién gap, hoac dang giai
quyét tinh huéng khan cap, ban c6 thé bi mac bay nhirng
|01 hira hen “gidi phap hoan hao” tu ké lira ddo. Nhirng
ngudi co than nhan ¢ nudc ngoai hoac ngudi Viét Nam
sinh sGng tai nuwdc ngoai cing thudng tréd thanh muc
tiéu Itra dao, vi cac kich ban lién quan dén yéu té nudc
ngoai khé xac minh hon.

Néu ban nhan thay minh cé nhirng dic diém nay, hay suy
nghi ngay vé cach thay doi va/hoac canh gidc dé bao vé
ban than trudc cac nguy co lua dao.
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NOi dung chinh can ghi nhé

1.Llra dao 13 hanh vi gian 1an nham danh cap cac tai san
co gia tri, bao gom tién bac, thong tin ca nhan, tham
chi ca tinh cam. Lira dao qua mang c6 thé dién ra bat
clr dau trén mang vién thong (qua cudc goi, tin nhan)
hodc mang internet (qua mang xa hoi, trang web, thu
dién tir, 'rng dung nhan tin, &'ng dung hen ho...).

2.Viét Nam nam trong nhém cac quéc gia bi anh huéng
nang né bai Ilra ddo truc tuyén. Mbi ngudi can nang
cao canh giac va trang bi kién thirc, ky nang dé giam
thiéu thiét hai cho ban than, gia dinh va xa hoi.

3.Phan loai theo tinh hudng, lira ddo qua mang cé thé
chia lam ba loai: Lira dao tai chinh, lira dao thong tin
ca nhan, va ltra dao tinh cam.

4.Ké lira dao thuong |én ké hoach dua trén nhirng
thong tin ching thu thap dugc tir doi twong. Hay
canh giac va thay déi néu ban cé nhirng dac diém
dé tré thanh muc tiéu cua ké Iira dao: chia sé qud
nhiéu théng tin cd nhdn, thiéu kién thuc bdo mdt, nhe
da dé bi thao tung, dé tin twdng ngudi la, hodc dang
c6 nhu cdu cdp bdch.
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